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Audience

Preface

The Oracle Database Net Services Administrator’s Guide provides the information you
need to understand and use Oracle Net Services and its related applications and
components.

This document describes the features of Oracle Database 10g software that apply to
the Windows NT, Windows 2000, Windows XP, and Windows Server 2003 operating
systems.

This preface contains these topics:

Audience

Organization

Related Documentation
Conventions

Documentation Accessibility

Oracle Database Net Services Administrator’s Guide is intended for the following kinds
of readers:

Network administrators
Directory server administrators
Database administrators

Decision makers
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This guide is especially targeted for network administrators who are responsible for
ensuring connectivity. For network administrators, Oracle Corporation
recommends reading all of Part I for a conceptual understanding of Oracle Net
Services. In addition, read Chapter 3 in Part I and all of Part II for essential
configuration instructions. Use Part III for troubleshooting.

Directory administrators will find Chapter 3 in Part I useful in understanding how
Oracle Net Services uses a directory server. In addition, Chapter 8 in Part II
provides instructions for instructions for configuring naming information in a
directory server, as well as exporting existing naming data to a directory server.

Database administrators should skim Chapter 1 and Chapter 2 to gain an
understanding of the big networking picture. In addition, Chapter 5 will provide an
overview of networking tools, which may be of use to the database administrator.
Database administrator will also find Chapter 7, Chapter 10, Chapter 12, and
Chapter 14 useful in understanding how to configure Oracle database server
features that require listener and shared server configuration.

Decision makers will find this guide useful in understanding how Oracle Net
Services fits into the overall network architecture. Decision makers will find
Chapter 1, Chapter 2, Chapter 4, and Chapter 7 useful for explaining the basics of
Oracle Net Services.

Oracle Corporatism recommends that all readers skim Part 1, to ensure that they
have the background required to benefit from the rest of the guide.

Organization

Xviii

This document contains:
Part I, "Getting Started with Oracle Net Services"

Chapter 1, "Networking Challenges in the Internet Age"

This chapter introduces main features of Oracle Net Services, including
connectivity, centralized management, scalability, and security. In addition, Oracle
Net Services, Oracle Connection Manager, and Oracle Advanced Security products
and components are introduced.

Chapter 2, "Connectivity Concepts"

This chapter describes the concepts of service naming, connection establishment,
naming, access control, and multiplexing.



Chapter 3, "Configuration Management Concepts"
This chapter describes localized configuration and centralized configuration
methodologies.

Chapter 4, "Architecture of Oracle Net Services"

This chapter describes stack communication architecture and component
architecture.

Chapter 5, "Configuration and Administration Tools Overview"
This chapter describes Oracle Net Services products and administration tools.

Chapter 6, "Quick Start to Oracle Net Connections"

This chapter describes how to set up a basic network configuration with Oracle Net
Configuration Assistant.

Part Il, "Configuration and Administration of Oracle Net Services"

Chapter 7, "Planning the Network"

This chapter describes considerations for planning a network using Oracle Net
Services. It explains the relationships of the Oracle Net Services components, and
options to help you better manage the network.

Chapter 8, "Configuring Naming Methods"
This chapter describes how to configure naming methods.

Chapter 9, "Configuring Profiles"
This chapter describes how to configure client and database server profiles.

Chapter 10, "Configuring and Administering the Listener"

This chapter describes how to configure the listener to accept client requests, and
how to perform common administrative tasks.

Chapter 11, "Configuring and Administering Oracle Connection Manager"

This chapter describes how to configure Oracle Connection Manager to provide
access control, multiplexed connections, and protocol conversion.
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Chapter 12, "Configuring Dispatchers"

This chapter describes how to configure the dispatchers for the shared server
connection model.

Chapter 13, "Enabling Advanced Features of Oracle Net Services"

This chapter describes how to configure advanced and optional connection features,
such as load balancing, and failover. It also explains how to configure connections
to non-Oracle database services.

Chapter 14, "Optimizing Performance"”

This chapter describes how to optimize performance by configuring connectivity
featuring session data unit (SDU), I/O buffer space limits, and Infiniband
networks. It also describes how to limit unauthorized access to the listener and
database server.

Part lll, "Testing and Troubleshooting Oracle Net Services"

Chapter 15, "Establishing a Connection and Testing the Network"

This chapter describes how to start Oracle Net Services components, establish a
connection, and test a connection.

Chapter 16, "Troubleshooting Oracle Net Services"

This chapter describes procedures to troubleshoot Oracle Net Services. It includes

information on tracing and logging.

Glossary

Related Documentation

XX

For more information, see these Oracle resources:
= Oracle Net Services Reference Guide
= Oracle Database 10g documentation set

Many books in the documentation set use the sample schemas of the seed database,
which is installed by default when you install Oracle. Refer to Oracle Database
Sample Schemas for information on how these schemas were created and how you
can use them yourself.

Printed documentation is available for sale in the Oracle Store at



http://oraclestore. oracle.conm

To download free release notes, installation documentation, white papers, or other
collateral, please visit the Oracle Technology Network (OTN). You must register
online before using OTN; registration is free and can be done at

http://otn.oracl e. com menbership/

If you already have a username and password for OTN, then you can go directly to
the documentation section of the OTN Web site at

http://otn.oracle.confdocumentation/

For additional information, see:

http://ww.ietf.org/ for information about the Open Systens Interconnection
(Csl)

Oracle error message documentation is only available in HTML. If you only have
access to the Oracle Documentation CD, you can browse the error messages by
range. Once you find the specific range, use your browser's "find in page" feature to
locate the specific message. When connected to the Internet, you can search for a
specific error message using the error message search feature of the Oracle online
documentation.

Conventions

This section describes the conventions used in the text and code examples of this
documentation set. It describes:

= Conventions in Text
« Conventions in Code Examples

«  Conventions for Windows Operating Systems

Conventions in Text

We use various conventions in text to help you more quickly identify special terms.
The following table describes those conventions and provides examples of their use.

Convention

Meaning Example

Bold

Bold typeface indicates terms that are When you specify this clause, you create an
defined in the text or terms that appear in index-organized table.
a glossary, or both.
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Convention Meaning Example

Italics Italic typeface indicates book titles or Oracle Database Concepts

emphasis. Ensure that the recovery catalog and target

database do not reside on the same disk.

UPPERCASE Uppercase monospace typeface indicates ~ You can specify this clause only for a NUVBER
nonospace elements supplied by the system. Such column.
(fixed-width) elementsinclude parameters, privileges, .
font datatypes, RMAN keywords, SQL You can back up the database by using the
e o1 BACKUP command.
keywords, SQL*Plus or utility commands,
packages and methods, as well as Query the TABLE_NAME column in the USER _

system-supplied column names, database TABLES data dictionary view.

;)(l))l]jscts and structures, usernames, and Use the DBVS_ STATS.GENERATE _STATS

procedure.
| ower case Lowercase monospace typeface indicates Enter sql pl us to open SQL*Plus.
nonospace executables, fllenames,.dlrectory names, g o password is specified in the or apwd file.
(fixed-width) andsample user-supplied elements. Such
font elements include computer and database Back up the datafiles and control files in the
names, net service names, and connect / di sk1/ oracl e/ dbs directory.

identifiers, as well as user-supplied
database objects and structures, column
names, packages and classes, usernames
and roles, program units, and parameter
values. Set the QUERY_REWRI TE_ENABLED
initialization parameter to t r ue.

The depart nent _i d, depar t ment _nane,
and | ocat i on_i d columns are in the
hr . depart nent s table.

Note: Some programmatic elements use a
mixture of UPPERCASE and lowercase. ~ Connect as 0€ user.

Enter these elements as shown. The JRepUt i | class implements these

methods.
| overcase Lowercase italic monospace font You can specify the paral | el _cl ause.
:'rf)iﬁjlscace represents placeholders or variables. Run Uol d_rel ease. SQL where ol d_
nospace r el ease refers to the release you installed
(fixed-wdth) . .
font prior to upgrading.

Conventions in Code Examples

Code examples illustrate SQL, PL/SQL, SQL*Plus, or other command-line
statements. They are displayed in a monospace (fixed-width) font and separated
from normal text as shown in this example:

SELECT username FROM dba_users WHERE usernanme = ' M GRATE';

The following table describes typographic conventions used in code examples and
provides examples of their use.
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Convention

Meaning

Example

[]

{1}

Other notation

Italics

UPPERCASE

Brackets enclose one or more optional
items. Do not enter the brackets.

Braces enclose two or more items, one of

which is required. Do not enter the braces.

A vertical bar represents a choice of two
or more options within brackets or braces.
Enter one of the options. Do not enter the
vertical bar.

Horizontal ellipsis points indicate either:

«  That we have omitted parts of the
code that are not directly related to
the example

= That you can repeat a portion of the
code

Vertical ellipsis points indicate that we
have omitted several lines of code not
directly related to the example.

You must enter symbols other than
brackets, braces, vertical bars, and ellipsis
points as shown.

Italicized text indicates placeholders or
variables for which you must supply
particular values.

Uppercase typeface indicates elements
supplied by the system. We show these
terms in uppercase in order to distinguish
them from terms you define. Unless terms
appear in brackets, enter them in the
order and with the spelling shown.
However, because these terms are not
case sensitive, you can enter them in
lowercase.

DECIMAL (digits [ , precision])

{ENABLE | DI SABLE}

{ENABLE | DI SABLE}
[ COVPRESS | NOCOMPRESS]

CREATE TABLE ... AS subquery;

SELECT col 1,
enpl oyees;

col2, ... , coln FROM

SQ.> SELECT NAME FROM V$DATAFI LE;

/fsl/dbs/ths_01. dbf
[ fs1/ dbs/ tbs_02. dbf

[ fsl/dbs/ths_09. dbf
9 rows selected.

NUVBER( 11, 2) ;
CONSTANT NUMBER(4) := 3;

acct bal
acct

CONNECT SYSTEM syst em passwor d
DB_NAME = dat abase_nane

SELECT | ast _nane, enployee_id FROM
enpl oyees;

SELECT * FROM USER TABLES;

DROP TABLE hr. enpl oyees;
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Convention Meaning Example

| ower case Lowercase typeface indicates SELECT | ast _nane, enployee_id FROM
programmatic elements that you supply.  enpl oyees;
For example, lowercase indicates names  sql pl us hr/hr
of tables, columns, or files. CREATE USER nj ones | DENTI FI ED BY ty3MJ9;
Note: Some programmatic elements use a
mixture of UPPERCASE and lowercase.
Enter these elements as shown.
Conventions for Windows Operating Systems
The following table describes conventions for Windows operating systems and
provides examples of their use.

Convention Meaning Example

Choose Start > How to start a program. To start the Database Configuration Assistant,

File and directory
names

C\>

XXiv

choose Start > Programs > Oracle - HOME_
NAME > Configuration and Migration Tools >
Database Configuration Assistant.

File and directory names are not case c:\winnt"\"systenB2 is the sane as
sensitive. The following special characters C:\ W NNT\ SYSTEM32
are not allowed: left angle bracket (<),

right angle bracket (>), colon (:), double

quotation marks ("), slash (/), pipe (1),

and dash (-). The special character

backslash (\) is treated as an element

separator, even when it appears in quotes.

If the file name begins with \\, then

Windows assumes it uses the Universal

Naming Convention.

Represents the Windows command C:\oracl e\ oradat a>
prompt of the current hard disk drive.

The escape character in a command

prompt is the caret (*). Your prompt

reflects the subdirectory in which you are

working. Referred to as the command

prompt in this manual.



Convention

Meaning

Example

Special characters

HOVE_NAVE

ORACLE_HOVE
and ORACLE
BASE

The backslash (\) special character is
sometimes required as an escape
character for the double quotation mark
(") special character at the Windows
command prompt. Parentheses and the
single quotation mark (") do not require
an escape character. Refer to your
Windows operating system
documentation for more information on
escape and special characters.

Represents the Oracle home name. The
home name can be up to 16 alphanumeric
characters. The only special character
allowed in the home name is the
underscore.

In releases prior to Oracle8i release 8.1.3,
when you installed Oracle components,
all subdirectories were located under a
top level ORACL E_HOVE directory. For
Windows NT, the default location was
C\orant.

This release complies with Optimal
Flexible Architecture (OFA) guidelines.
All subdirectories are not under a top
level ORACLE_HQVE directory. There is a
top level directory called ORACLE_BASE
that by default is C: \ or acl e. If you
install the latest Oracle release on a
computer with no other Oracle software
installed, then the default setting for the
first Oracle home directory is

C.\ oracl e\ or ann, where nn is the
latest release number. The Oracle home
directory is located directly under
ORACLE BASE.

All directory path examples in this guide
follow OFA conventions.

Refer to Oracle Database Platform Guide for
Windows for additional information about
OFA compliances and for information
about installing Oracle products in
non-OFA compliant directories.

C:\>exp scott/tiger TABLES=enp
QUERY=\ "WHERE j ob=" SALESMAN and

sal <1600\ "

C:\ > np SYSTEM password FROMUSER=scot t
TABLES=(enp, dept)

C\> net start Oracl eHOVE_ NAMETNSLI st ener

Go to the ORACLE_BASE\ ORACLE
HOVE\ r dbrrs\ adni n directory.

XXV



Documentation Accessibility

Our goal is to make Oracle products, services, and supporting documentation
accessible, with good usability, to the disabled community. To that end, our
documentation includes features that make information available to users of
assistive technology. This documentation is available in HTML format, and contains
markup to facilitate access by the disabled community. Standards will continue to
evolve over time, and Oracle is actively engaged with other market-leading
technology vendors to address technical obstacles so that our documentation can be
accessible to all of our customers. For additional information, visit the Oracle
Accessibility Program Web site at

http:/ /www.oracle.com /accessibility /

Accessibility of Code Examples in Documentation

JAWS, a Windows screen reader, may not always correctly read the code examples
in this document. The conventions for writing code require that closing braces
should appear on an otherwise empty line; however, JAWS may not always read a
line of text that consists solely of a bracket or brace.

Accessibility of Links to External Web Sites in Documentation

This documentation may contain links to Web sites of other companies or
organizations that Oracle does not own or control. Oracle neither evaluates nor
makes any representations regarding the accessibility of these Web sites.
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What’s New in Oracle Net Services?

This section describes the new networking features of Oracle Database 10g 10g
Release 1 (10.1) and provides pointers to additional information. New features
information from previous releases is also retained to help those users migrating to
the current release.

The following sections describe the new networking features:

= Oracle Database 10g Release 1 (10.1) New Features in Oracle Net Services
» Oracle9i Release 2 (9.2) New Features in Oracle Net Services

» Oracle9i Release 1 (9.0.1) New Features in Oracle Net Services

« Oracle8i New Features in Oracle Net Services

Oracle Database 10g 10g Release 1 (10.1) New Features in Oracle Net
Services
The new features for Oracle Net Services in 10¢ Release 1 (10.1) include:
« Naming Changes
- Easy Connect Naming Method for TCP/IP Environments

For TCP/IP environments, you can simplify client configuration by using
the easy connect naming method. The easy connect naming method
simplifies network management by allowing clients to connect to Oracle
Database 10g database services without first configuring net service names.
Instead, clients make connections with the host name and optional port and
service name of the database.
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See Also: "Using the Easy Connect Naming Method" on
page 8-31 for configuration details

- De-support of Oracle Names

Oracle Names is no longer supported as a naming method in Oracle
Database 10g. You must migrate to directory naming for centralized
storage of connect identifiers.

- Simplified Directory Naming Configuration

Clients no longer require local directory usage configuration (I dap. or a). If
an Oracle Internet Directory Server is registered with the Domain Name
System (DNS), clients can automatically locate a directory server,
eliminating the need for local configuration.

See Also:

« "Adding or Modifying Entries in the Directory Server" on
page 3-10

= "Client Connections Using Directory Naming" on page 3-11

= Backing Up Directory Naming Entries to a Local Naming File

You can now export directory naming entries into a local t nsnamnes. or a file.
Clients can use the locally saved file when a directory server is unavailable or
when clients have not been updated to use directory naming.

See Also: "Exporting Directory Naming Entries to a tnsnames.ora
File" on page 8-30 for instructions

= Performance Enhancements
- High-Speed Network Support

Oracle protocol support now includes support for the SDP protocol for
Infiniband high-speed networks. The SDP protocol is a high-speed
communication protocol that speeds up performance between the Oracle
Application Server and the database. By using SDP, applications place most
of the messaging burden upon the network interface card, freeing the CPU
for other tasks.
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NOTE: The SDP protocolis only available on some platforms.
Please refer to the operating system-specific documentation for
more information.

See Also: "Performance Between the Middle Tier and Oracle
Database" on page 1-17 for an overview
- I/0O Buffer Space Configuration

To ensure the continuous flow of data and better utilization of network
bandwidth, you can specify the I/O buffer space limit for send and receive
operations of sessions.

See Also: "Configuring I/O Buffer Space” on page 14-3 for
configuration details
- Network Outage Detection Parameters

You can limit the time permitted for send and receive operations,
preventing the database server from being blocked by a network I/O
request.

See Also: "Configuring Advanced Profile Information” on
page 9-6 for an overview
Configuration with Oracle Enterprise Manager
Oracle Enterprise Manager provides the following support in 10g:
- Configuration and administration of listeners
- Configuration of the local naming and directory naming methods

- Configuration of network files across multiple file systems

See Also: "Oracle Enterprise Manager" on page 5-1

Simplified Dispatcher Configuration

In 10g, the DISPATCHERS parameter does not have to be specifed in order to
enable shared servers. If it is not and shared server is configured then a
dispatcher listening on TCP/IP port 1521 is started automatically.
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Configuration of the DI SPATCHERS parameter is required for dispatchers that
do not listen on the TCP/IP protocol or require other optional subparameters.

See Also: Chapter 12, "Configuring Dispatchers"

= Oracle Connection Manager Improvements

= New scalable architecture that includes a listener process, monitor process,
and multiple gateway processes

= Dynamic configuration
« Enhanced access control

See Also: Chapter 11, "Configuring and Administering Oracle
Connection Manager"

Oracle9i Release 2 (9.2) New Features in Oracle Net Services
The new features for Oracle Net Services in release 2 (9.2) include:
= Net Service Alias Support in Directory Server

Oracle Enterprise Manager and Oracle Net Manager enables you to create,
modify, or delete a net service alias to reference a net service name or database
service object in Oracle Internet Directory. In addition to exporting database
objects, the Oracle Names Control utility provides support for exporting alias
objects stored in an Oracle Names server to a directory server or indirectly to an
LDAP Data Interchange Format (LDIF) file.

See Also:

= "Net Service Alias Entries" on page 3-7 for an overview of net
service alias entries

= 'Task 2: Create or Modify Net Entries"” on page 8-12 for
instructions on creating net service aliases

= "Exporting Local Naming Entries to a Directory Naming
Server" on page 8-25 for instructions on exporting aliases to a
directory server

= Directory Naming Usage Control

Using a new security mechanism for directory naming, you can assign a group
as the owner of the OracleNetAdmins group. The default owner is the
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OracleNetAdmins group itself. By changing the ownership of this group, you
can separate the OracleNetAdmins members who manage the directory naming
entries from those users who add members to OracleNetAdmins group.

See Also: "Administering the OracleNetAdmins Group" on
page 8-23
Trace Assistant

Oracle Net Services provides a new Trace Assistant tool that converts existing
trace file text into a more readable format.

See Also: "Using the Trace Assistant to Examine Trace Files" on
page 16-48
Dynamic Support for Local and Remote Listener Parameters

You can use SQL statement ALTER SYSTEM SET to dynamically update the
LOCAL_LI STENERand REMOTE_LI STENER parameters. When these
parameters are dynamically updated, the PMON process registers this
information with the listener.

See Also: "Configuring Service Registration" on page 10-12

Security Enhancements

In an ongoing effort to strengthen networking security, the following new
enhancements are available:

= New parameters that enable you to limit resource consumption by
unauthorized users. These parameters constrain the amount of time in
which resources can be held prior to authentication. By limiting resource
consumption, you can help to mitigate denial-of-service attacks.

= The Listener Control utility STATUS command is now a privileged
command, requiring the SET PASSWORD command when a password is set.

See Also:

= "Configuring the Listener and the Oracle Database To Limit
Resource Consumption By Unauthorized Users" on page 14-10

= Oracle Net Services Reference Guide for Listener Control utility
commands
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Oracle9i Release 1 (9.0.1) New Features in Oracle Net Services

The new features for Oracle Net Services in release 1 (9.0.1) include:

XXXii

= Name Change to Networking Components

To provide consistency with Oracle9i, several name changes to networking
products, features, and parameters have been made in this release. The
following table maps the former product and feature names to their new names.

Former Name

New Name

multi-threaded server (MTS)
Net8

Net8

Net8 communication stack layer

shared server
Oracle Net to describe the software that

provides connectivity

Oracle Net Services to encompass Oracle
Net, the listener, and Oracle Connection
Manager

Oracle Net foundation layer

Net8 Configuration Assistant
Net8 Manager

Oracle Net Configuration Assistant

Oracle Net Manager

The following table maps the multi-threaded server (MTS) parameters and
dynamic view names to the new names associated with shared server. Except
for the MTS_MAX_SERVERS parameter, the old parameter names are maintained
for backward compatibility to Oracle8i. Oracle Corporation recommends

migrating to the new names.

MTS Parameter/View Name

New Shared Server Parameter/View Name

MI'S_DI SPATCHERS initialization parameter

MI'S_MAX_DI SPATCHERS initialization
parameter

MI'S_MAX_SERVERS initialization parameter

DI SPATCHERS initialization parameter

MAX_DI SPATCHERS initialization parameter

MAX_SHARED_SERVERS initialization
parameter

MI'S_SERVERS initialization parameter
VEMT'S view

SHARED_SERVERS initialization parameter
V$SHARED SERVER_MONI TOR view




Connection Load Balancing for Dedicated Server Configurations

Configurations that use dedicated servers can now use the connection load
balancing feature that was previously available only for shared server
configurations.

See Also: "Connection Load Balancing" on page 2-9

Multiple Oracle Context Creation in Oracle Net Configuration Assistant

Oracle Net Configuration Assistant enables you to create multiple Oracle
Contexts to facilitate management of a complex naming structure in a directory
server.

See Also: Online help in Oracle Net Configuration Assistant

Oracle Names LDAP Proxy Servers

In future releases, Oracle Names will not be supported as a centralized naming
method. As Oracle Names is deprecated in favor of directory naming with
LDAP-compliant directory servers, Oracle Names LDAP Proxy servers provide
a way for release 8.1.5 or previous clients that do not support directory naming
to use the same data as is used for directory naming. Oracle Names LDAP
Proxy servers are Oracle Names servers that have been configured to proxy for
LDAP-compliant directory servers. Upon startup, Oracle Names LDAP Proxy
servers obtain network object information from a directory server. This provides
a single point of definition for all data in a directory server and does not require
that both Oracle Names servers and directory servers be maintained separately
and simultaneously.

Unsupported Features

In an effort to streamline configuration decisions for the Internet, the following
subsections describe the features and the configuration file that are no longer
being supported:

= Identix and SecurID Authentication Methods

= Novell Directory Services (NDS) External Naming and NDS Authentication
= Net8 OPEN

= Prespawned Dedicated Servers

= protocol.ora File

= Protocol Support
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Identix and SecurID Authentication Methods

If you are using Identix or SecurID authentication methods, provided by
Oracle Advanced Security, Oracle Corporation recommends migrating to one
of the following authentication methods:

« CyberSafe
=  RADIUS
= Kerberos

= SSL

See Also: Oracle Advanced Security Administrator’s Guide

Novell Directory Services (NDS) External Naming and NDS Authentication

Support for NDS as an authentication method and as an external naming
method is no longer supported. If you are using NDS as an external naming
method, Oracle Corporation recommends using directory naming instead.

See Also: "Configuring the Directory Naming Method" on
page 8-11
Net8 OPEN

Net8 OPEN, which provided an application program interface (API) that
enabled programmers to develop both database and non-database applications,
is no longer supported.

Prespawned Dedicated Servers

Prestarted dedicated server processes are no longer supported. Instead,
configure shared server to improve scalability and system resource usage.

protocol.ora File
The pr ot ocol . or a file is no longer supported.

Parameters in the pr ot ocol . or a file have been merged into the sql net . ora
file. These parameters enable you to configure access control to the database, as
well as no delays in TCP/IP buffer flushing. These parameters include:

« TCP. NODELAY
= TCP. EXCLUDED_NODES
« TCP. 1 NVI TED_NODES
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« TCP. VALI DNODE_CHECKI NG

See Also: Oracle Net Services Reference Guide for a description of
these parameters

If you have a pr ot ocol . or a file in the $ORACLE_HOME/ net wor k/ admi n
directory on UNIX, and the ORACLE HOVE\ net wor k\ admi n directory on
Windows operating systems, Oracle Net Manager, when first started,
automatically merges the pr ot ocol . or a parameters into the sql net. ora
file.

There may be operating system-specific parameters in pr ot ocol . or a that are
node specific. For this reason, Oracle Corporation recommends not sharing
sgl net . or a with other nodes after merging or adding these parameters.

See Also: Oracle operating system-specific documentation

Protocol Support

Protocol addresses using the SPX or LU6.2 protocol must be replaced. Oracle
Net provides support for the following network protocols:

« TCP/IP
= TCP/IP with SSL
= Named Pipes

See Also: Oracle Net Services Reference Guide for protocol
parameter configuration

Oracle8i New Features in Oracle Net Services

These Oracle Net features introduced in Oracle8i also apply to Oracle9i:

Client Connection Features

Client Load Balancing—When more than one listener supports a service, a
client can randomize requests to the various listeners.

Connect-Time Failover—When more than one listener supports a service, a
client can be configured to fail over the client request to a different listener if the
first listener fails.
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See Also:
= 'Client Load Balancing" on page 2-8

= "Connect-Time Failover" on page 2-8

= Directory Naming

Network information can now be stored in a centralized LDAP-compliant
directory service, including Oracle Internet Directory and Microsoft Active
Directory.

See Also: '"Directory Server Support" on page 3-3

= Instance Role Specification for Primary and Secondary Configurations

With the connect descriptor | NSTANCE_RCLE parameter, you can specify a
connection to the primary or secondary instance of Oracle9i Real Application
Clusters configurations.

See Also: "Specifying the Instance Role for Primary and
Secondary Instance Configurations" on page 13-23

« Listener Features

Service Naming—Oracle8i database services are identified by a service name
rather than an Oracle System Identifier (SID). This impacts the way connect
descriptors are defined.

Direct Hand-Off—The listener has the ability to hand off requests directly to a
dispatcher, without issuing a redirect message back to the client.

Service Registration—Database instances register information with the listener
during database startup.

Connection Load Balancing—The listener is able to balance the number of
active connections among various instances and shared server dispatchers for
the same service.
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See Also:

« "Database Service and Database Instance Identification" on
page 2-1

= '"Service Handlers" on page 2-9

= "Connection Load Balancing" on page 2-9

Oracle Net Configuration Assistant

Oracle Net Configuration Assistant is a post-installation tool that performs
basic configuration. After installation, it automatically configures default
configuration files.

See Also: "Oracle Net Configuration Assistant” on page 5-10 and
Oracle operating system-specific installation guides
Service Naming

Database services are identified by service name and instance name rather than
SID.

See Also: '"Database Service and Database Instance Identification"
on page 2-1

TCP/IP with Secure Sockets Layer (SSL) protocol

A protocol for client/server authentication over a network using TCP/IP and
the SSL.

XXXVii
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Part |

Getting Started with Oracle Net Services

Part I provides an overview of Oracle Net Services concepts, products, and tools.
This part contains the following chapters:

= Chapter 1, "Networking Challenges in the Internet Age"

= Chapter 2, "Connectivity Concepts"

= Chapter 3, "Configuration Management Concepts"

«  Chapter 4, "Architecture of Oracle Net Services"

= Chapter 5, "Configuration and Administration Tools Overview"

= Chapter 6, "Quick Start to Oracle Net Connections"
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Networking Challenges in the Internet Age

This chapter describes the networking issues that your system faces in the Internet
age, and introduces the technology and products that can provide a complete
network solution.

This chapter contains the following topics:
= What Is the Big Picture for Networking?
= Oracle’s Solution to Networking Issues

= A Suite of Networking Components

What Is the Big Picture for Networking?

The e-business model creates new business requirements. To carry out electronic
business successfully, Web sites must provide reliable connectivity and 24 by 7
availability. Corporate Web sites must also address user scalability and performance
to simultaneously handle thousands of Internet connections to their data
repositories. Solutions are needed as well to provide immediate Web browser access
to existing applications and services.

Figure 1-1 shows a typical architecture in which Internet clients connect to a
company’s databases through an application Web server. The figure also shows the
intranet architecture that enables a company’s own clients to communicate with the
databases. This basic architecture will be examined further to show how Oracle
networking technologies are used throughout typical network environments.
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Figure 1-1 Typical E-Commerce Architecture
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Oracle’s Solution to Networking Issues

Oracle Net Services provides enterprise wide connectivity solutions in distributed,
heterogeneous computing environments. Oracle Net Services ease the complexities
of network configuration and management, maximize performance, and improve
network diagnostic capabilities.

This section introduces the basic networking concepts that come into play in a
typical network configuration. The topics discussed include:

= Connectivity
= Manageability
= Internet and Intranet Scalability

=  Network Security

Connectivity

Oracle Net, a component of Oracle Net Services, enables a network session from a
client application to an Oracle database server. Once a network session is
established, Oracle Net acts as the data courier for both the client application and
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the database server. It is responsible for establishing and maintaining the
connection between the client application and database server, as well as
exchanging messages between them. Oracle Net is able to perform these jobs
because it is located on each computer in the network.

This section discusses the following connectivity topics:

= Client/Server Application Connections

= Web Client Application Connections

= Web Client Connections Without an Application Web Server

Client/Server Application Connections

Oracle Net enables connections from traditional client/server applications to Oracle
database servers. Figure 1-2 shows how Oracle Net enables a network connection
between a client and a database server. Oracle Net is a software component that
resides on both the client and the database server. Oracle Net is layered on top of a
network Oracle protocol support—rules that determine how applications access the
network and how data is subdivided into packets for transmission across the
network. In this illustration, Oracle Net communicates with the TCP/IP protocol to
enable computer-level connectivity and data transfer between the client and the
database server.
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Figure 1-2 Client/Server Application Connection
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Specifically, Oracle Net is comprised of the Oracle Net foundation layer, which
establishes and maintains connections, and Oracle protocol support, which maps
the foundation layer’s technology to industry-standard protocols.

Java client applications access an Oracle database through a Java Database
Connectivity (JDBC) Driver, a standard Java interface for connecting from Java to a
relational database. Oracle offers the following drivers:

=« JDBC OCI Driver for client side use with an Oracle client installation

« JDBC Thin Driver for client side use without an Oracle installation,
particularly with applets

These drivers use Oracle Net to enable connectivity between a client application
and an Oracle database.

Figure 1-3 shows a Java client application using a JDBC OCI driver and an Oracle
database server. The Java client application makes calls to the JDBC OCI driver
which in turn translates the JDBC calls directly into the Oracle Net layer. The client
then uses Oracle Net to communicate with an Oracle database that is also
configured with Oracle Net.
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Figure 1-3 Java Application Connection
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Note: The JDBC Thin driver is a 100 percent pure Java driver that
requires no client installation.

See Also: Oracle Database JDBC Developer’s Guide and Reference

Web Client Application Connections

Internet connections from client Web browsers to an Oracle database server are
similar to client/server applications, except for the architecture.

Figure 1-4 shows the basic architecture for Web client connections, including a
client Web browser, an application Web server, and an Oracle database server. The
browser on the client communicates with the HTTP protocol to a Web server to
make a connection request. The Web server sends the request to an application
where it is processed. The application then uses Oracle Net to communicate with an
Oracle database server that also is configured with Oracle Net.
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Figure 1-4 Web Client Connections through Application Web Server
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= Hypertext Transport Protocol (HTTP)

HTTP provides the language that enables Web browsers and application Web
servers to communicate.

« Application Web Server

An application Web server manages data for a Web site, controls access to that
data, and responds to requests from Web browsers. The application on the Web
server communicates with the database and performs the job requested by the
Web server.

An application Web server can host Java applications and servlets, as shown in
Figure 1-5. Web browsers make a connection request by communicating through
HTTP to an application Web server. The application Web server sends the request to
an application or a servlet, which in turn uses a JDBC OCI or a JDBC Thin driver to
process the request. The driver then uses Oracle Net to communicate with an Oracle
database server that also is configured with Oracle Net.

1-6 Oracle Database Net Services Administrator's Guide



Oracle’s Solution to Networking Issues

Figure 1-5 Web Client Connections Through Java Application Web Server
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Web Client Connections Without an Application Web Server

Web clients that do not require an application Web server to access applications can
access the Oracle database directly, for example, by using a Java applet. In addition
to regular connections, the database can be configured to accept HTTP protocol,
FTP protocol, or WebDAV protocol connections. These protocols are used for
connections to Oracle XML DB in the Oracle9i instance.

Figure 1-6 shows two different Web clients. The first Web client makes an HTTP
connection to the database. The second Web client uses a Web browser with a JDBC
Thin driver, which in turn uses a Java version of Oracle Net called JavaNet to
communicate with the Oracle database server that is configured with Oracle Net.

See Also: Oracle XML DB Developer’s Guide
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Figure 1-6 Web Client Connection Scenarios
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Manageability

Oracle Net Services offer a number of manageability features that enable you to
easily configure and manage networking components. These features are described
in the following topics:

= Location Transparency
« Centralized Configuration and Management

«  Quick Installation and Configuration
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Location Transparency

A company can have several databases, each representing a specific type of service
for various client applications. For example, a company may have three databases,
which it uses for sales, human resources, and marketing applications. Each database
is represented by one or more services. A service is identified by a service name, for
example, sal es. us. acre. com A client uses this service name to identify the
database it needs to access. The information about the database service and its
location in the network is transparent to the client because the information needed
for a connection is stored in a repository.

For example, in Figure 1-7, a company has three databases that clients can access.
Each database has a distinct service name: sal es. us. acnme. com
hr. us. acne. comand nkt g. us. acnme. com

1. The client uses the repository to find the information it needs for
sal es. us. acne. com

2. Once the client has the information it needs, it connects to the database.
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Figure 1-7 Service Information Repository
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The repository is represented by one or more naming methods. Oracle Net Services
offer several types of naming methods that support localized configuration on each
client, or centralized configuration that can be accessed by all clients in the network.
Easy-to-use graphical user interfaces enable you to manage data stored in the
naming methods.

Centralized Configuration and Management

To manage large networking environments, administrators have to be able to easily
access a centralized repository to specify and modify the network configuration. For
this reason, the Oracle Net Services configuration can be stored in a
LDAP-compliant directory server.
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Support of LDAP-compliant directory servers provides a centralized vehicle for
managing and configuring a distributed Oracle network. The directory can act as a
central repository for all information on database network components, user and
corporate policies, and user authentication and security, thus replacing clientside
and serverside localized configuration files.

All computers on the heterogeneous network can refer to the directory for
information. Figure 1-8 shows clients, other servers (such as application Web
servers) and Oracle database servers connecting to a centralized directory server.

Figure 1-8 Centralized Storage of Network Configuration with a Directory Server
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See Also: "Directory Server Support" on page 3-3 for an in-depth
overview of directory server concepts

Networking Challenges in the Internet Age 1-11



Oracle’s Solution to Networking Issues

Quick Installation and Configuration

Oracle Net Services install quickly and easily. Networking elements for the Oracle
database server and clients are preconfigured for most environments. Information
about an Oracle database service is populated in one or more naming methods. As a
result, clients and servers are ready to immediately connect when installed, giving
users the benefits of distributed computing.

Internet and Intranet Scalability

Oracle Net provides scalability features that enable you to maximize system
resources and improve performance. These features are described in the following
topics:

« Shared Server

« Performance Between the Middle Tier and Oracle Database

Shared Server

Oracle Net provides scalability features that enable you to maximize system
resources and improve performance.

Oracle’s shared server architecture increases the scalability of applications and the
number of clients that can be simultaneously connected to the database. The shared
server architecture also enables existing applications to scale up without making
any changes to the application itself.

When using shared server, clients do not communicate directly with a database’s
server process—a database process that handles a client’s requests on behalf of a
database. Instead, client requests are routed to one or more dispatchers. The
dispatchers place the client requests on a common queue. An idle shared server
from the shared pool of server processes picks up and processes a request from the
queue. This means a small pool of server processes can serve a large number of
clients.

Figure 1-9 on page 1-13 and Figure 1-10 on page 1-14 show the basic difference
between the shared server connection model and the traditional dedicated server
connection model. In the shared server model, a dispatcher can support multiple
client connections concurrently. In the dedicated server model, there is one server
process for each client. Each time a connection request is received, a server process
is started and dedicated to that connection until completed. This introduces a
processing delay.
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Shared server is ideal in configurations with a large number of connections because
it reduces the server’s memory requirements. Shared server is well suited for both
Internet and intranet environments.

Figure 1-9 Dedicated Server Architecture
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1-14

Figure 1-10 Shared Server Architecture
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Utilization of server resources can be further enhanced with Oracle Net Services
features that are configurable through shared server. These features are discussed in
the following sections:

Shared
Server
Process

= Connection Pooling

= Session Multiplexing

Connection Pooling

When thousands of clients are running interactive Web applications, many of these
sessions may be idle at a given time. The connection pooling feature enables the
database server to timeout an idle session and use the connection to service an
active session. The idle logical session remains open, and the physical connection is
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automatically reestablished when the next request comes from that session.
Therefore, Web applications can allow larger numbers of concurrent users to be
accommodated with existing hardware.

Figure 1-11 shows how connection pooling works. In this example, the Oracle
database server has been configured with 255 connections. One of the clients has
been idle past a specified amount of time. Connection pooling makes this
connection available to an incoming client connection, which is the 256th
connection. When the idle client has more work to do, the connection is
reestablished for that client with another client’s idle connection.

Figure 1-11 Connection Pooling
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Session Multiplexing Oracle Connection Manager, an Oracle Net Services
component, enables multiple client network sessions to be multiplexed, or funneled,
through a single network connection to a database.

The session multiplexing feature reduces the demand on resources needed to
maintain multiple network sessions between two processes by enabling the server
to use fewer network connection endpoints for incoming requests. This enables you
to increase the total number of network sessions that a server can handle. One
Oracle Connection Manager with multiple gateways enables thousands of
concurrent users to connect to a server.

Figure 1-12 on page 1-17 shows how session multiplexing can be used in a Web
architecture. When Oracle Connection Manager is run on the same computer as an
application Web server, the application Web server can route multiple client
sessions through Oracle Connection Manager to ensure that those sessions have
continuous access to an Oracle database server. This functionality is especially
useful for Web applications where session availability and response time are major
concerns.
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Figure 1-12 Session Multiplexing
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Performance Between the Middle Tier and Oracle Database

Oracle Net Services provides support for Infiniband high-speed networks.
InfiniBand is a high-bandwidth I/O architecture designed to increase
communication speed between CPUs, server-side devices, and network subsystems.
Specifically, Oracle Net Services provides support for the SDP protocol. SDP is an
industry-standard wire protocol intended for use between Infiniband network
peers.

Client

°

o

)
o

SDP reduces the overhead of TCP/IP by eliminating intermediate replication of
data and transferring most of the messaging burden away from the CPU and onto
the network hardware. The result is a low-latency, increased bandwidth,
high-throughput connection that reduces the amount of CPU cycles dedicated to
network processing.
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The communication between clients, including Oracle Application Server
(OracleAS) or any other third-party middle-tier client, and an Oracle Database 10g
database can take advantage of high-speed interconnect benefits. OracleAS installs
with Oracle TCP/IP support.

A driver installed on the OracleAS servers transparently converts TCP/IP support
to SDP support. The SDP requests are then sent to an Infiniband switch that
processes and forwards the requests from the OracleAS servers to the database
server. The SDP requests are then sent to an Infiniband switch that processes and
forwards the requests from the OracleAS servers to the database server.

See Also: "Configuring SDP Protocol Support for Infiniband
Network Communication to the Database Server" on page 14-7

Network Security

Data access and secure transfer of data are important considerations when
deploying Oracle. Granting and denying access to a database is crucial for a secure
network environment. Oracle Net Services enable database access control using
features described in the following topics:

« Firewall Access Control

« Protocol Access Control

Firewall Access Control

Oracle Connection Manager can be configured to grant or deny client access to a
particular database service or a computer. By specifying filtering rules, you can
allow or restrict specific client access to a server, based on the following criteria:

= Source host names or IP addresses for clients

»  Destination host names or IP addresses for servers
» Destination database service names

= Client use of Oracle Advanced Security

Figure 1-13 shows an Oracle Connection Manager positioned between three Web
clients and an Oracle database server. Oracle Connection Manager is configured to
allow access to the first two Web clients and to deny access to the third. In order for
this configuration to work, clients require the JDBC Thin driver.
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Figure 1-13 Intranet Network Access Control with Oracle Connection Manager

Intranet

Intranet

Intranet

Client

Web
Browser Departmental

Oracle Connection Database

Server

Client

Manager

Web
H

=

Acess is denied
to this Client

Web ><
Browser

a——

Although Oracle Connection Manager cannot currently be integrated with
third-party firewall products, vendors can package it with their own products in a
way that enables this product mix to serve as an application gateway.

Figure 1-14 shows an application gateway controlling traffic between internal and
external networks and providing a single checkpoint for access control and
auditing. As a result, unauthorized Internet hosts cannot directly access the
database inside a corporation, but authorized users can still use Internet services
outside the corporate network. This capability is critical in Internet environments to
restrict remote access to sensitive data.
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Figure 1-14 Internet Network Access Control with an Application Gateway
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Protocol Access Control

The database server can be configured with access control parameters in the
sgl net . or a configuration file. These parameters specify whether clients are
allowed or denied access based on the protocol.

A Suite of Networking Components

The connectivity, manageability, scalability, and security features described in this
chapter are provided by the following components:

Oracle Net

Oracle Net Listener

Oracle Connection Manager
Networking Tools

Oracle Advanced Security
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Oracle Net

Oracle Net is a software layer that resides on the client and the Oracle database
server. It is responsible for establishing and maintaining the connection between the
client application and server, as well as exchanging messages between them, using
industry-standard protocols. Oracle Net is comprised of two software components:

= Oracle Net foundation layer

= Oracle protocol support

Oracle Net Foundation Layer

On the client side, applications communicate with Oracle Net foundation layer to
establish and maintain connections. The Oracle Net foundation layer uses Oracle
protocol support that communicates with an industry-standard network protocol,
such as TCP/IP, to communicate with the Oracle database server.

Figure 1-15 illustrates the communication stack on the client.
Figure 1-15 Oracle Net on the Client
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The Oracle database server side is similar to the client side as illustrated in

Figure 1-16. A network protocol sends client request information to an Oracle
protocol support layer, which then sends information to the Oracle Net foundation
layer. The Oracle Net foundation layer then communicates with the Oracle database
server to process the client request.
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Figure 1-16 Oracle Net on the Server
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Oracle Protocol Support

The Oracle Net foundation layer uses Oracle protocol support to communicate with
the following industry-standard network protocols:

« TCP/IP

= TCP/IP with SSL
= Named Pipes

= SDP

Oracle protocol support maps Oracle Net foundation layer functionality to
industry-standard protocols used in client/server connections.

Oracle Net Listener

The one operation unique to the Oracle database server side is the act of receiving
the initial connection through an Oracle Net listener. The Oracle Net listener,
commonly known as the listener, brokers a client request, handing off the request
to the server. The listener is configured with a protocol address. Clients configured
with the same protocol address can send connection requests to the listener. Once a
connection is established, the client and Oracle database server communicate
directly with one another.

Figure 1-17 shows a listener accepting a connection request from a client and
forwarding that request to an Oracle database server.
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Figure 1-17 Listener in a Connection Request
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Oracle Connection Manager

Oracle Connection Manager is a software component that resides on its own
computer, separate from a client or an Oracle database server. It proxies and screens
requests for the database server. In addition, it multiplexes database sessions.

In its session multiplexing role, Oracle Connection Manager funnels multiple
sessions through a single transport protocol connection to a particular destination.
This reduces the demand on resources needed to maintain multiple sessions
between two processes by enabling the Oracle database server to use fewer
connection end points for incoming requests.

As an access control filter, Oracle Connection Manager controls access to Oracle
databases.

See Also:

= "Session Multiplexing" on page 1-16

= "Firewall Access Control" on page 1-18 for a description of
filtering
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Networking Tools

Oracle Net Services provides user interface tools and command-line utilities that
enable you to easily configure, manage, and monitor the network.

Oracle Net Configuration Assistant is a tool that enables you to configure
listeners and naming methods.

Oracle Enterprise Manager combines configuration functionality across
multiple file systems, along with listener administrative control to provide an
integrated environment for configuring and managing Oracle Net Services.

Oracle Net Manager provides configuration functionality for an Oracle home
on a local client or server host. With Oracle Enterprise Manager or Oracle Net
Manager, you can fine-tune the listener and naming method configuration
created with Oracle Net Configuration Assistant. In addition, Oracle Enterprise
Manager and Oracle Net Manager offers built-in wizards and utilities that
enable to you to test connectivity, migrate data from one naming method to
another, and create additional network components.

The command-line control utilities enable you to configure, administer, and
monitor network components, including listeners and Oracle Connection
Managers.

See Also: Chapter 5, "Configuration and Administration Tools
Overview"

Oracle Advanced Security

Oracle Advanced Security is a separately licensable product that provides a
comprehensive suite of security features for the Oracle environment. This suite of
security features protects enterprise networks and securely extends corporate
networks to the Internet. It provides a single source of integration with network
encryption and authentication solutions, single sign-on services, and security
protocols. Oracle Advanced Security integrates industry standards and delivers
unparalleled security to the Oracle network and other networks.

See Also: Oracle Advanced Security Administrator’s Guide
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Connectivity Concepts

This chapter explains how databases are identified and how clients access them.

This chapter contains these topics:

Database Service and Database Instance Identification
Service Accessibility

Enhanced Service Accessibility with Multiple Listeners
Service Handlers

Naming

See Also: Chapter 1 for an introductory level overview of
networking concepts

Database Service and Database Instance Identification

This section contains these topics:

Database Services

Database Instances

Database Services

An Oracle database is represented to clients as a service; that is, the database
performs work on behalf of clients. A database can have one or more services
associated with it.

Figure 2-1 shows two databases, each with its own database service for intranet
clients. One service, sal es. us. ace. com enables salespersons to access the sales
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database. Another service, f i nance. us. acre. com enables financial analysts to
access the finance database.

Figure 2-1 One Service for each Database
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The sales and finance databases are each identified by a service name,

sal es. us. acre. comand f i nance. us. acre. com The service name is specified
by the SERVI CE_NANES parameter in the initialization parameter file. The service
name defaults to the global database name, a name comprising the database name
(DB_NANE parameter) and domain name (DB_DOMAI N parameter). In the case of
sal es. us. acme. com sal es is the database name and us. acme. comis the
domain name.

Note: You can change the value of SERVI CE_NAMES parameter
dynamically with the SQL statement ALTER SYSTEMwhen the
database is running. See the Oracle Database SQL Reference for
further information about the ALTER SYSTEMstatement and the
Oracle Database Reference for further information about the

SERVI CE_NAMES parameter.
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A database can have multiple services associated with it. Figure 2-2 shows one
database that has two different services for Web clients. One service,

book. us. acrme. com is dedicated to clients making book purchases. The other
service, sof t . us. acnme. com is dedicated to clients making software purchases.

Figure 2-2 Multiple Services Associated with One Database
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Having multiple services associated with one database enables the following
functionality:

= A single database can be identified in a number of different ways by different
clients.

= A database administrator can limit or reserve system resources. This level of
control enables better allocation of resources to clients requesting one of these
services

Database Instances

A database has at least one instance. An instance is comprised of a memory area
called the System Global Area (SGA) and Oracle processes. The memory and
processes of an instance efficiently manage the associated database's data and serve
the database users.
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Note: An instance also manages other services, such as Oracle
XML DB.

Figure 2-3 shows two instances, sal es and f i nance, associated with their
respective databases.

Figure 2-3 One Instance for each Database
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Like services, instances are identified by an instance name, sal es and f i nance in
this example. The instance name is specified by the | NSTANCE _NAME parameter in
the initialization parameter file. The instance name defaults to the Oracle System
Identifier (SID) of the instance.

Some hardware architectures allow multiple computers to share access to data,
software, or peripheral devices. Oracle Real Application Clusters can take
advantage of such architecture by running multiple instances on different
computers that share a single physical database.
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Figure 2—4 shows an Oracle9i Real Application Clusters configuration. In this
example, two instances, sal esl and sal es2, are associated with one database
service, sal es. us. acnme. com

Figure 2-4 Multiple Instances Associated with a Database
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Service Accessibility

To connect to a database service, clients use a connect descriptor that provides the
location of the database and the name of the database service. The following
example shows a connect descriptor that enables clients to connect to a database
service called sales.us.acme.com.

( DESCRI PTI ON=
( ADDRESS=( PROTOCOL=t cp) ( HOST=sal es- server) (PORT=1521))
( CONNECT_DATA=
( SERVI CE_NAME=sal es. us. acne. com))

The address portion of the connect descriptor is actually the protocol address of the

listener. To connect to a database service, clients first contact a listener process that
typically resides on the database server. The listener receives incoming client
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connection requests and hands these requests to the database server. Once the
connection is established, the client and database server communicate directly.

Much like a business address, the listener is configured to accept requests from
clients at a protocol address. This address defines the protocol the listener is
listening on and any other protocol specific information. For example, the listener
could be configured to listen at the following protocol address:

( DESCRI PTI ON=
( ADDRESS=( PROTOCOL=t cp) ( HOST=sal es-server) ( PORT=1521)))

This example shows a TCP/IP protocol address that specifies the host of the listener
and a port number. Clients configured with this same protocol address can send
connection requests to this listener.

The connect descriptor also specifies the database service name with which clients
seek to establish a connection. The listener knows which services for which it can
handle connection requests, because an Oracle database dynamically registers this
information with the listener. This process of registration is called service
registration. It also provides the listener with information about the database
instances and the service handlers available for each instance. Service handlers act
as connection points to an Oracle database server. A service handler can be a
dispatcher or a dedicated server.

See Also:

= "Service Handlers" on page 2-9 for a description of these service
handler types

« 'Listener Architecture" on page 4-8 for a discussion of how the
listener works with service handlers

If connecting to a specific instance of the database is required, clients can also
specify the | NSTANCE_NAME of a particular instance in the connect descriptor. This
feature can be useful if you have an Oracle9i Real Application Clusters
configuration. For example, the following connect descriptor specifies an instance
name of sal es1 that is associated with sal es. us. acne. com

( DESCRI PTI ON=
( ADDRESS=( PROTOCOL=t cp) ( HOST=sal es- server) (PORT=1521))
( CONNECT_DATA=
( SERVI CE_NAME=sal es. us. acne. com
(1 NSTANCE_NAME=sal es1)))
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Alternatively, clients that always want to use a particular service handler type can
use a connect descriptor that specifies the service handler type. In the following
example, a connect descriptor is configured to use a dispatcher for a shared server
configuration, as indicated by (SERVER=shar ed) .

( DESCRI PTI ON=
( ADDRESS=( PROTOCOL=t cp) ( HOST=sal es- server) (PORT=1521))
( CONNECT_DATA=
( SERVI CE_NAME=sal es. us. acne. con)
( SERVER=shared)))

If you want the client to use a dedicated server, you can specify

( SERVER=dedi cat ed) in place of ( SERVER=shar ed) . If the SERVER parameter
is not set, then shared server configuration is assumed. However, the client will use
a dedicated server if no dispatchers are available.

When the listener receives the client request, it selects one of the service handlers
that were previously registered. Depending on the type of handler selected, the
communication protocol used, and the operating system of the database server, the
listener performs one of the following actions:

= Hands the connect request directly off to a dispatcher.

= Sends a redirect message back to the client with the location of the dispatcher or
dedicated server process. The client then connects directly to the dispatcher or
dedicated server process.

= Spawns a dedicated server process and passes the client connection to the
dedicated server process.

Once the listener has completed the connection operation for the client, the client
communicates with the Oracle database server without the listener’s involvement.
The listener resumes listening for incoming network sessions.

Enhanced Service Accessibility with Multiple Listeners

For some configurations, such as Oracle9i Real Application Clusters, multiple
listeners on multiple nodes can be configured to handle client connection requests
for the same database service. In the following example, sal es. us. acne. comcan
connect to sal es. us. acne. comusing listeners on either sal es1- server or

sal es2-server.

( DESCRI PTI ON=
( ADDRESS LI ST=
( ADDRESS=( PROTOCOL=t cp) ( HOST=sal es1- server) (PORT=1521))
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( ADDRESS=( PROTOCOL=t cp) ( HOST=sal es2- server) (PORT=1521)))
( CONNECT_DATA=
( SERVI CE_NAME=sal es. us. acne. com))

A multiple-listener configuration also enables you to leverage the following failover
and load balancing features:

=  Connect-Time Failover

= Transparent Application Failover

= Client Load Balancing

=« Connection Load Balancing

These features can be implemented either singly or in combination with each other.

Connect-Time Failover

The connect-time failover enables clients to connect to another listener if the initial
connection to the first listener fails. The number of listener protocol addresses
determines how many listeners are tried. Without connect-time failover, Oracle Net
attempts a connection with only one listener.

Transparent Application Failover

The Transparent Application Failover (TAF) feature is a runtime failover for
high-availability environments, such as Oracle9i Real Application Clusters. TAF
fails over and reestablishes application-to-service connections. It enables client
applications to automatically reconnect to the database if the connection fails and,
optionally, resume a SELECT statement that was in progress. The reconnection
happens automatically from within the Oracle Call Interface (OCI) library.

Client Load Balancing

The client load balancing feature enables clients to randomize connection requests
among the listeners. Oracle Net progresses through the list of protocol addresses in
a random sequence, balancing the load on the various listeners. Without client load
balancing, Oracle Net progresses through the list of protocol addresses sequentially
until one succeeds.
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Connection Load Balancing

The connection load balancing feature improves connection performance by
balancing the number of active connections among multiple dispatchers. In a
single-instance environment, the listener selects the least loaded dispatcher to
handle the incoming client requests. In an Oracle9i Real Application Clusters
environment, connection load balancing also has the capability to balance the
number of active connections among multiple instances.

Due to dynamic service registration, a listener is always aware of all instances and
dispatchers regardless of their location. Depending on the load information, a
listener decides which instance and, if shared server is configured, which dispatcher
to send the incoming client request to.

In a shared server configuration, a listener selects a dispatcher in the following
order:

1. Least-loaded node
2. Least-loaded instance
3. Least-loaded dispatcher for that instance

In a dedicated server configuration, a listener selects an instance in the following
order:

1. Least loaded node
2. Leastloaded instance

If a database service has multiple instances on multiple nodes, the listener chooses
the least loaded instance on the least loaded node. If shared server is configured,
then the least loaded dispatcher of the selected instance is chosen.

Service Handlers

Dispatchers

This section contains these topics:
« Dispatchers

« Dedicated Server Processes

The shared server architecture uses a dispatcher process to direct client connections
to a common request queue. An idle shared server process from a shared pool of
server processes picks up a request from the common queue. This approach enables
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a small pool of server processes to serve a large number of clients. A significant
advantage of the shared server model over the dedicated server model is reduced
system resources, enabling support of an increased number of users.

The listener uses the dispatcher as a type of service handler to which it can direct
client requests. When client a client request arrives, the listener performs one of the
following actions:

« Hands the connection request directly to a dispatcher.

= Issues a redirect message to the client, containing the protocol address of a
dispatcher. The client then terminates the network session to the listener and
establishes a network session to the dispatcher, using the network address
provided in the redirect message.

The listener uses direct hand off whenever possible. Redirect messages are used, for
example, when dispatchers are remote to the listener.

Figure 2-5 shows the listener handing a connection request directly off to a
dispatcher.

1. The listener receives a client connection request.
2. The listener hands the connect request directly to the dispatcher.

3. The client is now connected to the dispatcher.
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Figure 2-5 Direct Hand-Off to a Dispatcher
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Figure 2-6 shows the role of a dispatcher in a redirected connection.
1. The listener receives a client connection request.

2. The listener provides the location of the dispatcher to the client in a redirect
message.

3. The client connects directly to the dispatcher.
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Figure 2-6 Redirected Connection to a Dispatcher
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Dedicated Server Processes

In a dedicated server configuration, the listener starts a separate dedicated server
process for each incoming client connection request dedicated to servicing the
client. Once the session is complete, the dedicated server process terminates.
Because a dedicated server process has to be started for each connection, this
configuration may require more system resources than shared server
configurations.

A dedicated server process is a type of service handler that the listener starts when
it receives a client request. To complete a client/server connection establishment,
one of the following actions occurs:

= The dedicated server inherits the connection request from the listener.

= The dedicated server informs the listener of its listening protocol address. The
listener passes the protocol address to the client in a redirect message and
terminates the connection. The client connects to the dedicated server directly
using the protocol address.
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Note: One of the options is selected based on the operating system
and the transport protocol.

If the client and database server exist on the same computer, a client connection can
be passed directly to a dedicated server process without going through the listener.
The application initiating the session spawns a dedicated server process for the
connection request. This happens automatically if the application that is used to
start the database is on the same computer as the database.

Note: In order for remote clients to connect to dedicated servers,
the listener and the database instance must be running on the same
computer.

Figure 2-7 shows the listener passing a client connection request to a dedicated
server process.

1. The listener receives a client connection request.

2. The listener starts a dedicated server process, and the dedicated server inherits
the connection request from the listener.

3. The client is now connected directly to the dedicated server.

Figure 2-7 Connection to a Dedicated Server Process
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Figure 2-8 shows the role of a dedicated server in a redirected connection.

1. The listener receives a client connection request.
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2. The listener starts a dedicated server process.

3. The listener provides the location of the dedicated server process to the client in
a redirect message.

4. The client connects directly to the dedicated server.

Figure 2-8 Redirected Connection to a Dedicated Server Process
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Naming

Users initiate a connection request by providing a connect string. A connect string
includes a username and password, along with a connect identifier. A connect
identifier can be the connect descriptor itself or a name that resolves to a connect
descriptor. One of the most common connect identifiers is a net service name, a
simple name for a service. The following examples demonstrate one connect string
that uses a complete connect descriptor as the connect identifier and another
connect string that uses net service name sal es as the connect identifier.

CONNECT
scott/tiger @ DESCRI PTI ON=( ADDRESS=( PROTOCOL=t cp) ( HOST=sal es- server 1) ( PORT=1521))
( CONNECT_DATA=( SERVI CE_NAME=sal es. us. acne. con)))

CONNECT scott/tiger @al es

When net service name sal es is used, connection processing takes place by first
mapping sal es to the connect descriptor. This mapped information is stored in one
or more repositories of information that are accessed with naming methods.

The process for establishing a client session with the aid of a naming method is as
follows:
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1. The client initiates a connect request by providing a connect identifier.

2. The connect identifier is resolved to a connect descriptor by a naming method.
This information is returned to the client.

3. The client makes the connection request to the address provided in the connect
descriptor.

4. A listener receives the request and directs it to the appropriate database server.
5. The connection is accepted by the database server.

Oracle Net provides support for following naming methods:

« Local Naming

= Directory Naming

=  Easy Connect Naming

=  External Naming

Note: Besides connect descriptors, you can use naming methods
to map a name to a protocol address or protocol address list.

Local Naming

The local naming method stores net service names and their connect descriptors in
a localized configuration file named t nsnamnes. or a.

See Also: "Configuring the Local Naming Method" on page 8-4

Directory Naming

The directory naming method stores connect identifiers in a centralized
LDAP-compliant directory server to access a database service.

See Also: "Configuring the Directory Naming Method" on
page 8-11

Easy Connect Naming

The easy connect naming method enables 10g clients to connect to an Oracle
database server by using a TCP/IP connect string consisting of a host name and
optional port and service name:

CONNECT user nane/ passwor d@ost[: port][/service_nane]
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The easy naming method requires no configuration.

See Also: "Using the Easy Connect Naming Method" on
page 8-31

External Naming

The external naming method stores net service names in a supported non-Oracle
naming service. These supported third-party services include:

=« Network Information Service (NIS) External Naming

= Distributed Computing Environment (DCE) Cell Directory Services (CDS)

See Also: "Configuring External Naming Methods" on page 8-35
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Configuration Management Concepts

This chapter describes how configuration information for Oracle Net Services can
be stored in localized configuration files or centralized in a directory server.

The topics covered include:
=  Configuration Models
= Localized Configuration File Support

= Directory Server Support

Configuration Models

Configuration information can be stored in a localized configuration file or a
centralized repository, as described in the Table 3-1.

Table 3-1 Oracle Net Configuration Models

Network Configuration
Model Description

Localized management Network address information stored int nsnanes. or a files
on each computer in the network.

Centralized management = Network address information is stored in centralized directory
services, including a LDAP-compliant directory server.

Localized Configuration File Support

Depending on the configuration model used, network computers can be configured
with the files described in Table 3-2.
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Table 3-2 Oracle Net Configuration Files

Configuration File Description

crman. ora Located on the computer where Oracle Connection Manager
runs, this configuration file includes:

= Alistening endpoint
«  Access control rule list
«  Parameter list

Each Oracle Connection Manager configuration is
encapsulated within a single NV string, which consists of the
components just described.

listener.ora Located on the database server, this configuration file for the
listener may include:

= Protocol addresses it is accepting connection requests on
«  Database and nondatabase services it is listening for

= Control parameters used by the listener

sql net.ora Located on client and database server computer, this file may
include:

«  Client domain to append to unqualified service names or
net service names

= Order of naming methods the client should use when
resolving a name

= Logging and tracing features to use

«  Route of connections

= External naming parameters

«  Oracle Advanced Security parameters

«  Database access control parameters

t nsnanes. or a Located primarily on the clients, this file contains net service
names mapped to connect descriptors. This file is used for the
local naming method.

Configuration files are typically created in $ORACLE_HOME/ net wor k/ admi n on
UNIX operating systems and ORACLE_HOVE\ net wor k\ adni n on Windows
operating systems. However, configuration files can be created in a variety of
places, because Oracle Net searches for the configuration files in a variety of places.

The search order for sql net . or a is as follows:
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The directory specified by the TNS_ADM Nenvironment variable

If the TNS_ADM N environment variable is not defined as a variable on
Windows, it may be in the registry.

The $ORACLE_HOVE/ net wor k/ admi n directory on UNIX operating systems
and the ORACLE_HOVE\ net wor k\ admi n directory on Windows operating
systems

The search order for cman. ora, | i st ener. or a, and t nsnanes. or a is as follows:

1.

The directory specified by the TNS_ADM Nenvironment variable

If the TNS_ADM N environment variable is not defined as a variable on
Windows, it may be in the registry.

On UNIX operating systems, the global configuration directory

For example, on the Solaris Operating System, this directory is
/var/ opt/oracle.

The $ORACLE_HOVE/ net wor k/ admi n directory on UNIX operating systems
and the ORACLE_HOVE\ net wor k\ admi n directory on Windows operating
systems.

See Also: Oracle operating system-specific documentation

Directory Server Support

Today, network information is stored in multiple systems and in multiple directory
formats. With new requirements for Internet computing and new e-business
technologies, a common repository infrastructure is needed as a foundation for
management and configuration of all data and resources. This kind of infrastructure
reduces the cost of managing and configuring resources in a network.

Support of Oracle Internet Directory provides a centralized vehicle for managing
and configuring a distributed Oracle network. The directory server can replace
clientside and serverside localized t nsnanes. or a files.

This section contains these topics:

Directory Naming Overview
Naming Configuration Storage in a Directory Server
Directory Entries

Adding or Modifying Entries in the Directory Server
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= Client Connections Using Directory Naming
= Oracle Net Configuration and Directory Server Design

= Limitations of Directory Naming Support with Microsoft Active Directory

Directory Naming Overview

Oracle Net Services use a centralized directory server as one of the primary
methods for storage of connect identifiers. Clients can use the connect identifiers in
their connect string. The directory server resolves the connect identifier to a connect
descriptor that is passed back to the client. This feature is called directory naming

Figure 3-1 on page 3-5 shows a client resolving a connect identifier through a
directory server.

1. The client contacts the directory server to resolve a connect identifier to a
connect descriptor.

2. The directory server resolves the connect identifier and retrieves the connect
descriptor for the client.

3. The client sends the connection request to the listener, using the connect
descriptor.
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Figure 3—1 Client Using a Directory Server to Resolve a Connect Identifier
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Notes: Java Database Connectivity (JDBC) Drivers support
directory naming. See the Oracle Database JDBC Developer's Guide
and Reference for further information.

Naming Configuration Storage in a Directory Server

Directory servers store information in a tree structure called a directory
information tree (DIT). Each node in the tree is called an entry. Oracle Net Services
makes use of both the tree structure and specific entries in the tree. For example,
consider Figure 3-2.
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Figure 3-2 Database Service and Net Service Entries in a DIT

dc=com ( DESCRI PTI ON=
( ADDRESS=( PROTOCOL=t cp) ( HOST=db1- ser ver)
(PORT=1521) ) ( CONNECT_DATA=

( SERVI CE_NAME=dDb1. j p. acne. con)))

dc=acme

cn=0OracleContext

cn=sales

The cn=sal es and cn=db1 entries represent a net service name and a database
service, respectively. Additional entries under cn=sal es and cn=db1 contain the
connect descriptor information. These entries are not represented in the graphic.
The cn=sal es and cn=db1 entries enable clients to connect to the database using
connect strings CONNECT user nane/ passwor d@al es and CONNECT
usernanel passwor d@lbl.

Each entry is uniquely identified by a distinguished name (DN). The DN tells you
exactly where the entry resides in the directory server’s hierarchy. The DN for dbl
isdn: cn=dbl, cn=0r acl eCont ext, dc=j p, dc=acne, dc=com and the DN for
sal es is dn: cn=sal es, cn=0Or acl eCont ext, dc=j p, dc=acne, dc=com Note
that the format of a DN places the lowest component of the DIT to the left, then
moves progressively up the DIT. Each DN is made up of a sequence of relative
distinguished names (RDNs), much the way a directory path contains a sequence
of directories. In the entry for db1, the RDN is cn=dbl. An entry is made up of a set
of attributes. For example, in cn=db1, cn is one of the entry’s attributes. The
attribute, along with its value, uniquely identifies the entry.

Notice that db1 and sal es reside under cn=Or acl eCont ext . This entry is a
special RDN called an Oracle Context. The entries under the Oracle Context
support various directory-enabled features, including directory naming.

During directory usage configuration, you establish a default Oracle Context.
Clients use this Oracle Context as the default location to look up connect identifiers
in the directory server. With Oracle Internet Directory, an Oracle Context located at
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the root of the DIT, with DN of dn: cn=Cr acl eCont ext , points to a default Oracle
Context in an identity management realm. An identity management realm is a
collection of identities governed by the same administrative policies. This Oracle
Context is referred to as an realm Oracle Context. Unless configured to use another
Oracle Context, clients use this realm-specific Oracle Context as the default Oracle
Context.

The default Oracle Context affects the connect string. For example, if a client needs
to access the db1 and sal es entry frequently, a reasonable default Oracle Context
would be dc=j p, dc=acne, dc=com cn=0r acl eCont ext does not have to be
explicitly specified in the connect string. If a client’s directory entry does not match
the directory entry where the service is located, then the client must specify an
entry’s absolute name in the connect string, as described in "Client Connections
Using Directory Naming" on page 3-11.

See Also: Oracle Internet Directory Administrator’s Guide for further
information about a identity management realm

Net Service Alias Entries

In addition to database service and net service name entries, directory naming
enables you to create net service alias entries. A net service alias is an alternative
name for a net service name or database service. A net service alias entry does not
have connect descriptor information. Instead, it only references the location of the
entry for which it is an alias. When a client requests a directory lookup of a net
service alias, the directory determines that the entry is a net service alias and
completes the lookup as if it is the referenced entry. For example, in Figure 3-3, a
net service alias of dblal i as is created for a database service of db1l. When
dblal i as is used to connect to a database service, as in CONNECT

user namel passwor d@blal i as, it will actually resolve to and use the connect
descriptor information for db1.
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Figure 3-3 Net Service Alias db1alias in a Directory Server
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There are several uses for using net service aliases. As shown in Figure 3-3, a net
service alias can be useful as a way for clients to refer to a net service name by
another name. Another use is to have a net service alias in one Oracle Context for a
database service or net service name in a different Oracle Context. This enables a
database service or net service name to be defined once in the directory server, but
referred to by clients that use other Oracle Contexts.

In Figure 3—4, database service db1 resides in dc=j p, dc=acne, dc=com A net
service alias named db1 is created in dc=us, dc=acne, dc=com This enables
clients in both Japan and the United States to use the connect string CONNECT
user namel passwor d@lb1l as opposed to clients in the United States needing to
specify CONNECT user nane/ passwor d@ibl. j p. acne. com

Figure 3-4 Net Service Alias db1 in a Directory Server
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Directory Entries

DITs are commonly structured using:
= A Domain Name Space (DNS) structure
« A geographical and organization structure

Other structures are also permitted, but Oracle Corporation provides support for
these structures.

Figure 3-5 shows a DIT structured according to DNS domain components.

Figure 3-5 Domain Component DIT

dc=com

dc=acme
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cn=OracleContext
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Figure 3-6 shows a DIT structured according to country, organization, and
organizational units. This structure is commonly referred to as an X.500 DIT.

Figure 3-6 X.500 Style DIT

Oo=acme

ou=sales ou=mtkg
cn=OracleContext

cn=myproddb
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Adding or Modifying Entries in the Directory Server

Database Configuration Assistant creates database service entries during or after
some modes of installation. You can then use Oracle Enterprise Manager or Oracle
Net Manager to modify the Oracle Net attributes of the database service entries.
You can also use these tools to create net service name and net service alias entries.

Figure 3-7 shows how the tools interface with the directory server.

Figure 3-7 Creating Entries in the Directory Server with Applications
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Note: Oracle Enterprise Manager is supported but not represented
in this figure.
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Clients that can locate a directory, as described in "Client Connections Using
Directory Naming" on page 3-11, can connect to a database using entries created by
these configuration tools.

To use these configuration tools to add entries, a DIT structure containing a root
Oracle Context and identity management realm must exist. The directory
administrator creates this structure with Oracle Internet Directory Configuration
Assistant. For some deployments, the directory administrator may need to create
additional Oracle Contexts.

To create directory naming entries with the Oracle Enterprise Manager or Oracle
Net Manager, you must be a member of the following groups:

= OracleDBCreators group (cn=0r acl eDBCr eat or s, cn=0r acl eCont ext. . .)
or the OracleContextAdmins group
(cn=0r acl eCont ext Admi ns, cn=G oups, ch=Oracl eContext...)to
create a database service entry with Database Configuration Assistant

= OracleNetAdmins group (cn=0r acl eNet Adni ns, cn=0Or acl eContext. . .)
or the OracleContextAdmins group to create net service names or net service
aliases with Oracle Net Manager

The directory user that created the Oracle Context is automatically added to these
groups. Other users can be added to these groups by the directory administrator.

The OracleContextAdmins group is a super-user group for the Oracle Context.
Members of the OracleContextAdmins group can add all supported types of entries
to the Oracle Context.

See Also:

« "Configuring the Directory Naming Method" on page 8-11 for
further information about using Oracle Net Manager

«  Oracle Database Administrator’s Guide for further information
about how to register a database service with Database
Configuration Assistant

Client Connections Using Directory Naming

Most clients only need to perform name lookups in the directory server. To perform
a lookup, the directory server must allow anonymous authentication. Directory
servers usually do this by default.

To look up entries, a client must be able to find the directory server in which that
entry resides. Clients locate a directory in one of two ways:
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«  Dynamically, by using DNS. In this case, the directory server location
information is stored and managed in a central domain name server, and the
client, at request processing time, retrieves this information from the DNS
server dynamically.

= Statically, in a directory server usage file (I dap. or a) created by Oracle Internet
Directory Configuration Assistant and stored on the client host

Once a directory is found, clients are directed to the realm Oracle Context from the
root Oracle Context.

In the same way they might use other naming methods, clients make connections to
a database using connect identifiers. A connect identifier can be a database service,
net service name, or net service alias. These can be referred to by their common
names, or they can require additional directory location information. The default
Oracle Context determines how the connect identifier must be specified.

An entry may be identified in one of two ways:
= Using the Entry’s Relative Name
= Using the Entry’s Absolute Name

Note: The JDBC OCI Driver supports both relative and absolute
naming. The JDBC Thin Driver supports absolute naming only
when the complete DN is used. See the Oracle Database [DBC
Developer’s Guide and Reference for further information.

See Also: Oracle Internet Directory Administrator’s Guide for further
information about clients locate a directory

Using the Entry’s Relative Name

In the following example, an entry is identified by its relative name, and the service
can be referred to by its common name. A relative name can be used if the entry is
in the same Oracle Context that was configured to be the default Oracle Context for
the client’s Oracle home.

Consider a directory server that contains an entry for a database called sal es with
a DN of dn: cn=sal es, cn=0Or acl eCont ext, o=acne, c=us, as shown in

Figure 3-8. If the client is configured with a default realm Oracle Context of

cn=Cr acl eCont ext , o=acme, c=us, then the connect identifier can simply be
sal es.
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Figure 3-8 Relative Naming

Cc=us

o=acme

Connect String=

cn=OracleContext CONNECT scott/tiger @al es

cn=sales

Using the Entry’s Absolute Name

Consider the same directory structure as shown Figure 3-8 on page 3-13, but with
the client’s Oracle home configured with a default realm Oracle Context of
cn=0r acl eCont ext , o=acne, c=j p.

Because the client is configured with a default Oracle Context that does not match
the location of sal es in the directory server, a connect string that uses sal es does
not work. Instead, the client must specifically identify the location of sal es, which
can be done in one of two ways:

« The entry’s complete DN can be used in the connect string, for example:

CONNECT user nane/ passwor d@ cn=sal es, cn=0r acl eCont ext , o=acne, c=us"

Many applications do not support the use of a DN.

«  The entry can be referred to by a fully-qualified name, a name that includes the
name of the object and its location in the directory server, for example:

CONNECT user nane/ passwor d@al es. acre. us

Note: JDBC Thin drivers support absolute naming only when the
complete DN is used.

See Also: "Absolute Name Specification for Directory Naming"
on page 15-6 for further information about absolute names
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Oracle Net Configuration and Directory Server Design

If you are responsible for designing directory servers for directory naming, consider
the following issues:

« Performance
= Security

=« Schema

Performance

Connect identifiers are stored in a directory server for all clients to access.
Depending on the number of clients, there can be a significant load on a directory
server.

During a connect identifier lookup, a name is searched under a specific Oracle
Context. Because of the scope of the lookup, you probably want users to experience
relatively quick performance so that the database connect time is not affected. Users
may begin to notice slow connect times if lookups takes more than one second.

You can resolve performance problems by changing the network topology or

implementing replication.

See Also: Directory server vendor documentation for details on
resolving performance issues

Security

Because administrative clients can create and modify entries in the directory server,
security is essential. This section covers the following security-related topics:

= Authentication Methods

= Access Control Lists

Authentication Methods Clients that perform lookups for information in the directory
server typically use anonymous authentication.

Clients that add or modify entries in a directory must authenticate with the
directory server. Database Configuration Assistant or Oracle Net Manager may be
used to add or modify the entries. Only authenticated users with proper privileges
can modify entries. Use one of the following authentication methods:

= Simple Authentication
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The client identifies itself to the directory server by means of a DN and a
password, which are sent in the clear over the network. The server verifies that
the DN and password sent by the client match the DN and password stored in
the directory server.

= Strong Authentication

Directories provide strong authentication by using public-key encryption
available with Secure Sockets Layer (SSL). In public-key encryption, the sender
of a message encrypts the message with the public key of the recipient. Upon
delivery, the recipient decrypts the message using the recipient’s private key.

Access Control Lists Authentication is used with access control lists (ACLs) to make
decisions about whether clients can modify or add information in the directory
server. ACLs are created at the same time as the Oracle Context with Oracle Net
Configuration Assistant during directory server access configuration.

ACLs specify the following:

« The entries that the user can access

= The authentication method used to access the entry

= The access rights, or what the user can do with the object (read/write)

ACLs are established for a group of users. During Oracle Context creation, the
OracleDBCreators, OracleNetAdmins, and OracleContextAdmins groups are
created.

The user who creates the Oracle Context with Oracle Net Configuration Assistant is
automatically added as the first member of these groups.

Table 3-3 describes ACL requirements for these groups and anonymous users and
their relation to Oracle Net entries in the directory server.

Table 3-3 LDAP Directory User Groups

Group ACL Requirements

Anonymous users All Oracle Net attributes and objects in the directory server
have read access for the anonymous user. Read access of these
objects for anonymous is also applied to the Oracle Context.
This enables anonymous users to browse directory naming
entries contained within the cn=0r acl eCont ext RDN. This
does not include objects used for enterprise user security.

Oracle Net Configuration Assistant sets up this access right
during client installation.
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Table 3-3 (Cont.) LDAP Directory User Groups

Group

ACL Requirements

OracleContextAdmins
group users

OracleDBCreators group
users

OracleNetAdmins group
users

Members of OracleContextAdmins

(cn=0r acl eCont ext Adni ns, cn=G oups, cn=0r acl eCont
ext, ... ) have create, modify, and read access to all directory
naming objects. Oracle Net Configuration Assistant establishes
these access rights for this group during Oracle Context
creation.

In addition to the Oracle Context creator, other users can be
added to this group by the directory administrator with Oracle
Enterprise Security Manager.

Members of OracleDBCreators

(cn=0r acl eDBCr eat or s, cn=0Or acl eCont ext, ... ) have
create and read access to database service objects and
attributes. Oracle Net Configuration Assistant establishes these
access rights for this group during Oracle Context creation.

In addition to the Oracle Context creator, other users can be
added to this group by the directory administrator with Oracle
Enterprise Security Manager.

See Also: Oracle Advanced Security Administrator’s Guide for
further information about the OracleDBCreators group

Members of OracleNetAdmins

(cn=0r acl eOracl eNet Admi ns, cn=0r acl eContext,...)
have create, modify, and read access to directory naming
objects and attributes. Oracle Net Configuration Assistant
establishes these access rights for this group during Oracle
Context creation.

In addition to the Oracle Context creator, other users can be
added to this group by the directory administrator.

See Also: "Administering the OracleNetAdmins Group" on
page 8-23 for information on adding users to the
OracleNetAdmins group

Schema

Directories must be populated with the correct version of the Oracle schema before
Oracle Contexts or a database service or net service name entry can be created. The
Oracle schema defines the type of objects, called object classes, that can be stored in
the directory server and their attributes. Table 3—4 lists the object classes for
database service, net service name, and net service alias entries.
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Table 3-4 Oracle Net Services LDAP Main Object Classes

Object Class Description
or cl DbServer Defines the attributes for database service entries
orcl Net Service Defines the attributes for net service name entries

orcl Net Servi ceAli as Defines the attributes for net service alias entries

Table 3-5 lists the object classes used by or cl DbSer ver, or cl Net Ser vi ce, and
orcl Net Servi ceAl i as.

Table 3-5 Oracle Net Services LDAP Derived Object Classes

Object Class Description

or cl Net Addr ess Defines a listener protocol address

or cl Net Addr essLi st Defines a list of addresses

orcl Net Descri ption Specifies a connect descriptor containing the protocol address

of the database and the connect information to the service

orcl Net Descri ptionLi st Defines a list of connect descriptors

These object classes use attributes that specify the contents of connect descriptors.

See Also: Oracle Net Services Reference Guide for further
information about these object classes and their attributes

Limitations of Directory Naming Support with Microsoft Active Directory

In addition to Oracle Internet Directory, directory naming support is also provided
with Microsoft Active Directory. Note the following limitations:

= Oracle provides support for Microsoft Active Directory only on Windows
operating systems. Therefore, client computers and the database server must
also run on Windows operating systems to access or create entries in Microsoft
Active Directory.

= The following features are not supported by Microsoft Active Directory:
= Multiple Oracle Contexts
Microsoft Active Directory can support only one Oracle Context.

« Net service aliases
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You cannot create net service aliases in Microsoft Active Directory.
However, you can create net service names.

= Automatic client discovery of directory servers for clients

You must statically configure directory server usage on the clients. The
Oracle Internet Directory Configuration will not provide directory server
usage for Microsoft Active Directory. You must use Oracle Net
Configuration Assistant.
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Architecture of Oracle Net Services

This chapter describes the architecture of Oracle Net, the listener, shared server,
dedicated server, and Oracle Connection Manager.

This chapter contains these topics:

Oracle Net Stack Communication Architecture
Listener Architecture

Database Server Process Architecture

Oracle Connection Manager Architecture

A Complete Architecture

See Also: Chapter 1, "Networking Challenges in the Internet Age"
for an introductory level overview of Oracle Net architecture

Oracle Net Stack Communication Architecture

The primary function of Oracle Net is to establish and maintain connections
between a client application and an Oracle database server. Oracle Net is comprised
of several communication layers that enable clients and database servers to share,
modify, and manipulate data.

This section contains these topics:

Stack Communication for Client/Server Application Connections
Stack Communication for Java Application Connections

Stack Communication for Web Client Connections
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Stack Communication for Client/Server Application Connections

Figure 4-1 illustrates the various layers on the client and on the database server

after a connection has been established.

Figure 4-1 Layers Used in a Client/Server Application Connection

Oracle
Net

Client

Client
Application
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Presentation -
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with SSL, and
Named Pipes Wy
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Database Server
A RDBMS
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Presentation -
TTC

Oracle Net
Foundation

Layer Oracle

Oracle Protocol Net
Support

Network Protocol
TCP/IP, TCP/IP
with SSL, and

V¥ Named Pipes

Note: The SDP protocol is supported but is not represented in this

figure.

This communication architecture is based on the Open Systems Interconnection
(OSI) model. In the OSI model, communication between separate computers occurs
in a stack-like fashion with information passing from one node to the other through

several layers of code, including:
1. Physical layer

2. Data link layer

3. Network layer

4. Transport layer

5. Session layer

6. Presentation layer

7. Application layer
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Figure 4-2 shows how Oracle Net software—Oracle Net Foundation layer and
Oracle Protocol Support—fits into the session layer of the OSI model.

Figure 4-2 0OSI Communication Layers

Client
o Database Server
Application A
Layer A RDBMS
Presentation Presentation
Layer (TTC) Layer (TTC)
Session Layer Session Layer
(Oracle Net) (Oracle Net)
Transport Layer Transport Layer
Network Layer Network Layer
Network C ti
Data Link Layer etwork Lonnection Data Link Layer

Physical Layer W 41} V Physical Layer

See Also: http:/ /www.ietf.org/ for information about the OSI
stack

As shown in Figure 4-1 on page 4-2, the client/server stack is comprised of the
following:

Client Application
Presentation

Oracle Net Foundation Layer
Oracle Protocol Support
Network Protocol

RDBMS

Client Application

During a session with the database, the client uses Oracle Call Interface (OCI) to
interact with the database server. OCI is a software component that provides an
interface between the client application and the SQL language the database server
understands.

See Also:  Oracle Call Interface Programmer’s Guide
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Presentation

Character set differences can occur if the client and database server are running on
different operating systems. The presentation layer resolves any differences. It is
optimized for each connection to perform conversion only when required.

The presentation layer used by client/server applications is Two-Task Common
(TTC). TTC provides character set and data type conversion between different
character sets or formats on the client and database server.

At the time of initial connection, TTC is responsible for evaluating differences in
internal data and character set representations and determining whether
conversions are required for the two computers to communicate.

Oracle Net Foundation Layer

The Oracle Net foundation layer is responsible for establishing and maintaining the
connection between the client application and database server, as well as
exchanging messages between them. The Oracle Net foundation layer is able to
perform these tasks because of a technology called Transparent Network Substrate
(TNS). TNS provides a single, common interface functioning over all
industry-standard protocols. In other words, TNS enables peer-to-peer application
connectivity. In a peer-to-peer architecture, two or more computers (called nodes
when they are employed in a networking environment) can communicate with each
other directly, without the need for any intermediary devices.

On the client side, the Oracle Net foundation layer receives client application
requests and resolves all generic computer-level connectivity issues, such as:

= Thelocation of the database server or destination
= Whether one or more protocols are involved in the connection

= How to handle interrupts between client and database server based on the
capabilities of each

On the server side, the Oracle Net foundation layer performs the same tasks as it
does on the client side and also works with the listener to receive incoming
connection requests.

In addition to establishing and maintaining connections, the Oracle Net foundation
layer communicates with naming methods to resolve names and uses security
services to ensure secure connections.
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